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What is non-customer EBT fraud/theft?

Customer Fraud
• Customer misrepresentation
• Customer-Retailer collusions
• Selling cards
• Etc…

Non-customer Fraud/ Theft
Illicitly obtaining EBT client/card 
data & using it to take benefits 
from card. Accomplished 
through:
• Skimming
• Phishing
• Spoofing
• Hacking
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Increasing Non-Client 
Fraud/Theft Across Virginia

Replacement Period Benefit Replacements 
Requested

Benefit Replacements 
Requested

Jul-23 to Aug-24 $3,874,560 $3,371,422
Sep-24 $790,510 $717,945 
Oct-24 $601,037 $511,313 

Nov-24 $2,180,100 $2,180,100 
Dec-24 $2,561,865 $2,356,339 

Jul 2023 – Dec 2024 $10,008,072 $9,137,119
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Federal funding has ended for SNAP Replacement on 12/20/24.

https://www.fns.usda.gov/data-research/data-
visualization/snap-replacement-stolen-benefits-dashboard 

https://www.fns.usda.gov/data-research/data-visualization/snap-replacement-stolen-benefits-dashboard
https://www.fns.usda.gov/data-research/data-visualization/snap-replacement-stolen-benefits-dashboard


EBT Non-
Client Fraud 

Prevention 
Tools

Removal of Soft PINS for EBT Cards
• Cannot be all zeros
• Cannot be sequential 

• 1234, 5432
• Cannot be repeat duplicate 

numbers
• 1111, 2446, 3799

                      Implemented April 2023

LDSS should be encouraging customers to 
frequently change their PINs, especially right 

before they will have benefits loaded.
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Fraud Prevention Tools: 
IVR Adaptive Fraud EBT Call Center
• System uses an electronic rating system to determine the 

likelihood that a call is from a bad actor.
• System will flag calls and prevent future calls (i.e. A 

redlight list).
• Redlight List Numbers are diverted out of the system and 

advised to contact the LDSS.
• VDSS can “greenlight” phone calls.

stolenebtreplacements@dss.virginia.gov 

Implemented Oct 2024
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Education on Social Media
EBT Non-Client Fraud Prevention Tools

LDSS and local jurisdictions are welcome to repost these on 
their social media accounts or to post similar information. 
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Tools that are in place to assist with the fraudulent activityEBT Non-Client Fraud Prevention Tools
Education on Website (dss.virginia.gov)

Protect Yourself 
from EBT Scams -

Virginia Department 
of Social Services

EBT Scam 
Prevention - Virginia 

Department of 
Social Services
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https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/


Website Information

LDSS are encouraged to use this flyers in their lobby, on their website and 
social media, and to share with community partners.

Protect Yourself from EBT Scams
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https://youtu.be/ryJe35PwXE0 

LDSS are encouraged to use this 
video and information in their 
lobby, repost it on their website 
and social mediaEBT Scam Prevention
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https://youtu.be/ryJe35PwXE0


EBT Non-Client Fraud Prevention Tools: 
Lock-Unlock
Customers can prevent (lock) the EBT account to prevent 
outbound transactions via the ConnectEBT mobile app or 
customer portal. There is no impact to benefit issuance or the 
ability to change the PIN or to replace card.

Two types of locking:
• Lock everywhere - will prevent withdraw transactions in-

person, online, both inside and outside of Virginia.  
• Lock Outside of Virginia – will only prevent in-person 

transactions outside of Virginia. This will allow online 
transactions.

Offered 8 statewide training sessions (5 at the beginning of 
January, 3 1st week of February). Approximately 1200 attendees, 
as well as training through other regional meetings. Presentation 
PDF and one session is posted on FUSION at:
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-
BENEFITS-TRANSFER-EBT 
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https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT
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EBT Lock/Unlock Flyers

EBT Page on FUSION
• https://fusion.dss.virginia.gov/bp/BP-

Home/ELECTRONIC-BENEFITS-
TRANSFER-EBT

Public Site:
https://www.dss.virginia.gov/benefit/EBT
LockUnlock/

LDSS are encouraged to use this flyers in their lobby, on their 
website and social media, and to share with community partners.
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ConnectEBT – 
Conduent

Two ways to lock/unlock 
1. Mobile app 
2. Customer Portal (online)

VDSS cannot promote the use 
of 3rd party apps which:
• May not have the same 

security safeguards
• Opens customers to potential 

loss of data/information



Electronic Benefits Transfer (EBT) - Virginia Department of Social Services 
(www.dss.virginia.gov/benefit/ebt_card/)

https://play.google.com/store/apps/details?id=com.conduent.ebt&hl=en_US 
ConnectEBT on the App Store

Where to find the mobile app?

https://www.dss.virginia.gov/benefit/ebt_card/
https://play.google.com/store/apps/details?id=com.conduent.ebt&hl=en_US
https://apps.apple.com/us/app/connectebt/id1241215610


Mobile App: Lock Card



Mobile App: Lock Card Everywhere



Mobile App:
Successful 
Card Lock



Who cannot use lock/unlock 
via mobile app?

If the card status is “issued” or “lost/stolen/damaged” then 
lock/unlock feature will not be shown.



Web Portal: 
Connect EBT

www.connectebt.com/vaebtclient

http://www.connectebt.com/vaebtclient


Locking from the Client Portal 
Main Menu



Lock Card 
Everywhere



Lock Card 
Everywhere



Lock Card 
Everywhere



Viewing Locked and 
Unlocked Card in EPPIC

Reminders:
Cards cannot be locked/unlocked through EPPIC.
All Cards associated with the account must be locked to prevent transactions



EPPIC Transaction History: 
Successful Transaction Unlocked Card



EPPIC Transaction History: Unlocked Card



Unlocked Card in EPPIC 
(Account Maintenance)



Locked Card EPPIC
(Account Maintenance)



EPPIC Transaction History: Locked Card

1

1. Shows Card Status – Locked Everywhere
2. Shows transaction denied due to restricted card. This is for in-state transaction.
3. Shows transaction denied due to restricted card. This is for out-of-state transaction.
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EPPIC Transaction History: 
Failed In-State Transaction due to Locked Card



EPPIC Transaction History: 
Failed OOS Transaction due to Locked Card



EPPIC Transaction History: Locked to Outside 
of Virginia.

1

2

3

4

5

1. Card locked to outside of Virginia
2. Successful transaction inside of state
3. Successful return inside of state
4. Denied transaction outside of state
5. Successful online transaction.



Lock/Unlock – 
Challenges

• All cards associated with the account must be 
locked to be effective.

• 63% of SNAP Adults are under the age of 50
• Almost 16% are over the age of 65

• 98% of individuals have a cellphone of some 
kind, with nine out of ten owning a 
smartphone. 

• Access to the internet is more of a challenge 

• Other Apps 
• Set up, ConnectEBT accounts to screen 

scrap
• Customer cannot setup ConnectEBT 

because another app has control of it.
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Use these steps to further assist with using Connect 
EBT if the customer has previously used a third-party 
app:

1. Delete the account with the 3rd party/ provider’s app.
• Log into the previous app and navigate to 

your account settings.
• Remove your EBT account from the app.

This must be done because the client cannot not have 
simultaneous access between a third-party app and the 
official Connect EBT portal.

Many of these 3rd party apps create a ConnectEBT 
account on behalf of the user to screen scrap the data.
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Use these steps to further assist with using Connect 
EBT if the customer has previously used a third-party 
app:

2. Register for Connect EBT
 Visit the Connect EBT website or download the 

Connect EBT App.
 Provide the required details including:

 EBT card number.
 Date of birth.
 Social Security number (SSN) or case number.
 Personal identification information (such as zip 

code or security questions).
 Set up a username and password, then follow the 

prompts to complete registration.

3. Confirm access to Connect EBT
After registering, log in to ensure you can successfully 
access your benefits.
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If the customer is unsuccessful and you are unable to 
set up a Connect EBT account because it says they 
already have an account:

The LDSS Worker or supervisor should request state 
assistance and provide the following to 
StolenEBTReplacements@dss.virginia.gov
• Customer name
• Date of birth
• Case number
• Email address they wish to use
• Customer phone number. This information will be provided 

to our vendor, and they will need to clear the account.

Under no circumstances should the LDSS connect the customer 
to the state or reach out to the EBT vendor directly.
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Researching Non-Customer Fraud

LDSS have the direct contact with the customer and are the 1st line 
of research and potential action.
• When looking at multiple cases, try to triangulate a common 

store/source of how the card was compromised. 
• Send a person to check the POS for skimming device. If skimming 

device is located, call the local law enforcement and notify VDSS 
Fraud Unit.

• Gather and record transactional data.
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LDSS and Reporting
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Broadcast, Mandatory Reporting of Non-Customer EBT Fraud (4/1/2025)
• Due 5th business day of the month; one report per LDSS
• If no non-customer fraud transactions, then submit an email indicating no 

transactions
• Submit to StolenEBTReplacements@dss.virginia.gov

Template: 
https://fusion.dss.virginia.gov/Portals/[bp]/EBT/Template%20Report%20of%20N
on-Customer%20Fraud%20v03312025.xlsx?ver=2025-03-31-133135-833 

https://fusion.dss.virginia.gov/broadcasts/article/12298/mandatory-reporting-of-non-customer-ebt-fraud-updated
mailto:StolenEBTReplacements@dss.virginia.gov
https://fusion.dss.virginia.gov/Portals/%5bbp%5d/EBT/Template%20Report%20of%20Non-Customer%20Fraud%20v03312025.xlsx?ver=2025-03-31-133135-833
https://fusion.dss.virginia.gov/Portals/%5bbp%5d/EBT/Template%20Report%20of%20Non-Customer%20Fraud%20v03312025.xlsx?ver=2025-03-31-133135-833


• VDSS wants to know about all reported non-customer 
EBT theft, even if they have not submitted an 
attestation.
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Tips to Assist with Securing Benefits
1. All cards associated with the account must be locked. Each 

card will have a separate login on mobile app/portal.
2. When locking your card, use the “lock everywhere” option 

rather than “lock out of state.” (The out-of-state feature does 
not stop online transactions.)

3. Reduce/stop the online use to EBT cards – avoid using online 
(insta-cart, Walmart.com, amazon.com, instore grocery 
pickups, etc.)

4. Do not give out card number and PINS
5. Do not use any other app. 

6. Change PINs immediately before benefits are loaded. Change 
PINs after benefits are loaded. Change PIN frequently.
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Q & A

How can we (LDSS & VDSS) partner to 
work smarter, not harder, with the 

resources we have?
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Presenters

Juanita Hayes, EBT Coordinator
Juanita.hayes@dss.virginia.gov 

Kim Hudson, EBT Administrator
k.Hudson@dss.virginia.gov 

A PDF of the depth lock/unlock presentation and today’s presentation is located on the EBT Page on FUSION.

mailto:Juanita.hayes@dss.virginia.gov
mailto:k.Hudson@dss.virginia.gov
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT/SNAP-EBT-Scam-and-Replacement-Funds-Information
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