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What is non-customer EBT fraud/theft?

Customer Fraud Non-customer Fraud/ Theft

* Customer misrepresentation ILlicitly obtaining EBT client/card
data & using it to take benefits
from card. Accomplished

e Customer-Retailer collusions
* Selling cards

through:
* Ete...  Skimming
* Phishing
* Spoofing
W * Hacking
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Chart Title
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https://www.fns.usda.gov/data-research/data- S
visualization/snap-replacement-stolen-benefits-dashboard m Benefits Replacement Requested  m Dollar Amount of Benefits Replaced:
Requested Requested
Jul-23 to Aug-24 $3,874,560 $3,371,422
Sep-24 $790,510 $717,945
Oct-24 $601,037 $511,313
Nov-24 $2,180,100 $2,180,100
Dec-24 $2,561,865 $2,356,339
Jul 2023 — Dec 2024 $10,008,072 $9,137,119

Federal funding has ended for SNAP Replacement on 12/20/24.


https://www.fns.usda.gov/data-research/data-visualization/snap-replacement-stolen-benefits-dashboard
https://www.fns.usda.gov/data-research/data-visualization/snap-replacement-stolen-benefits-dashboard

EBT Non-
Client Fraud
Prevention

Tools

Removal of Soft PINS for EBT Cards
 Cannot be all zeros

e Cannot be sequential
* 1234,5432

* Cannot be repeat duplicate

numbers
* 1111, 2446, 3799

Implemented April 2023

LDSS should be encouraging customers to
frequently change their PINs, especially right
before they will have benefits loaded.



Fraud Prevention Tools:
IVR Adaptive Fraud EBT Call Center

* System uses an electronic rating system to determine the
likelihood that a call is from a bad actor.

System will flag calls and prevent future calls (i.e. A
redlight list).

Redlight List Numbers are diverted out of the system and
advised to contact the LDSS.

VDSS can “greenlight” phone calls.

e
i

stolenebtreplacements@dss.virginia.gov

Implemented Oct 2024
\/
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mailto:stolenebtreplacements@dss.virginia.gov

EBT Non-Client Fraud Prevention Tools
Education on Social Media

Make security a part of your grocery shopping routine with the ConnectEBT app’s new lock/unlock
feature! Any time you complete a transaction, simply launch the app, tap the new “Lock/Unlock”
button on the home screen, select “Lock My Card Everywhere,” and hit “OK.” This added layer of
protection helps to ensure your account stays secure, giving you peace of mind with every
purchase.

All you have to do is swipe your card, lock it with the app and go!

Learn more about protecting yourself from EBT scams at dss.virginia.gov/EBTLockUnlock.

=
v Swipe.

v Lock.
Go!

Protect your benefits with the ConnectEBT app.
Don’t forget to lock your card after each purchase!

dss.virginia.gov/EBTLockUnlock “ AL SERvICE

' The Virginia Department of Social Services
%‘ February 25- @

Securing your SNAP benefits is not just an extra step —it's a necessity. The ConnectEBT app
(available for free on the Apple and Google app stores) is the only app tha... See more

Stop Scrolling!
\\ |

= Did you
lock your
EBT Card?

@2

Use the ConnectEBT app
to lock your card after

every shopping trip!

dss.virginia.gov/EBTLockUnlock

LDSS and local jurisdictions are welcome to repost these on
their social media accounts or to post similar information.

w3
EBT Fraud *
Prevention Checklist

@ Change your PIN often. )
o Do not respond to texts about

your EBT account.
C Routinely check your balance. )

0 Use the ConnectEBT app to lock
your card between purchases.

0< =
ENAP)
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dss.virginia.gov/EBTscam SOCIAL SERVICES

When did you change your EBT card PIN?

Card PIN Selection

If you can’t remember how long it has
been since you last changed your

EBT card PIN,

now is the

time to do so.

dss.virginia.gov/EBTScam



EBT Non-Client Fraud Prevention Tools
Education on Website (dss.virginia.gov)

Protect Yourself
from EBT Scams -

Virginia Department

of Social Services

EBT Scam
Prevention - Virginia

)

Department of
Social Services



https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/protect_yourself/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/
https://www.dss.virginia.gov/benefit/EBTScam/

Protect Yourself from EBT Scams  RAGICRULEIREI]

1. Do not respond to unsolicited texts, emails or phone calls concerning your EBT account.

o Scammers may attempt to contact you with links to access your account or alerts that your account is locked. VDSS
will NEVER contact you through these methods and will only discuss your account through the official EBT Client

Customer Service Helpdesk line at 866-281-2448 if you call the helpdesk line. EBT Scam Resources
2. Routinely check your EBT card balance for unauthorized purchases and change your card PIN often. This is one of the best
ways to prevent card skimming. You can do both today by: How to Recognize and Report Spam Text
o Using the ConnectEBT web portal, or download the mobile app. Messages
a. Get it on Google Play | Download on the Apple App Store EBT Text Message Scam (ﬂyer)
b. Select Virginia EBT from the dropdown. English
c. The ConnectEBT app is the fast and easy way to monitor your EBT Card's available balance, deposits, and Spanish

transaction activity.

o Calling Virginia's EBT Client Customer Service Helpdesk at 866-281-2448 (accessible 24 hours a day, 7 days a week). EBT Scam Notice (ﬂyer)

3. Create a strong password for your client portal account and mobile app. A strong password must: English
Ambharic
o Be at least eight characters long, but no more than 16 characters long, with a combination of uppercase and lowercase .
letters, and numbers. Arabic
Dari
o Be significantly different from your previous passwords.
: g il . Pashto

o Be easy for you to remember, but difficult for others to guess. Spanish
Ukranian
Urdu

4. Do not give your EBT card, card number, password, or PIN to anyone not authorized to use your card. Virginia EBT will NEVER Viethamese
ask for your EBT card number online or via text.

o Not use repeat or consecutive numbers (example 1111, 1234, 4321).

USDA EBT Card Skimming Information

5. Examine card payment devices for signs of tampering before inserting or swiping your card. More information on how to
protect your card before you make a purchase can be found here.

LDSS are encouraged to use this flyers in their lobby, on their website and
social media, and to share with community partners.
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Have you
received a
message like this? [sedede

EBT food Card is currently
Locked! Message for

t's a SCAM/1\ [

Do not respond
to any text
messages about
your EBT account.

Call 1-866-281-2448 for help.

OO
Learn more: ] dss.virginia.gov/EBTscam
(=]

IMPORTANT

EBT/P-EBT
CARD SCAM NOTICE

The Virginia Department of Social Services is aware of
criminal attempts to steal SNAP EBT and P-EBT card
information. Protect your benefits by never providing
personal information to any unknown source and by
changing your card PIN often. Please know that you
will never be contacted and asked to provide your EBT
or P-EBT card number or PIN.

IF YOU HAVE RESPONDED TO ANY UNSOLICITED CALL,
TEXT OR WEBSITE LINK ABOUT YOUR BENEFITS,

PLEASE IMMEDIATELY CONTACT THE VIRGINIA EET CLIENT CUSTOMER SERVICE HELPDESK AT

1-866-281-2448

This message is brought to you in partnership by: Click or scan this QR code to learn
more about EBT scam protection.

VY 7 o
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LDSS are encouraged to use this
video and information in their

EBT Scam Prevention by epost o thar weba

| Protect Yourself from EBT Scams

" VIRGINTA DEPARTMENT OF

\\ SOCIAL °™ VICES

The good news is there are a number of simple steps you can take to protect dss.virginia.gov/EBTscam
yourself from benefits-related scams or theft, including regularly changing your
PIN and choosing to use only the official ConnectEBT app (free from Apple and www.Connectk Watchon @3 YouTube
Google app stores). Remember to check your balance daily, either through the
ConnectEBT app or online portal, and keep an eye out for unusual activity.

Scammers are attempting to steal card benefits nationwide by tricking you into
sharing your EBT card number and/or personal identification number (PIN). The
Virginia Department of Social Services and the USDA are working together to
actively monitor this fraudulent activity and keep the public informed.

*New for 2025* The ConnectEBT app now offers a card lock feature, allowing
users to secure their EBT cards after each purchase. Instantly lock and unlock '
your card to protect your benefits until your next checkout. Find this feature in the

ConnectEBT app today!

Click the cards below to learn more about protecting yourself from EBT scams.

https://youtu.be/rylJe35PwWXEOQ

10


https://youtu.be/ryJe35PwXE0

EBT Non-Client Fraud Prevention Tools:
Lock-Unlock

Customers can prevent (lock) the EBT account to prevent
outbound transactions via the ConnectEBT mobile app or
customer portal. There is no impact to benefit issuance or the
ability to change the PIN or to replace card.

Two types of locking:

* Lock everywhere - will prevent withdraw transactions in-
person, online, both inside and outside of Virginia.

* Lock Outside of Virginia — will only prevent in-person
transactions outside of Virginia. This will allow online
transactions.

Offered 8 statewide training sessions (5 at the beginning of
January, 3 15t week of February). Approximately 1200 attendees,
as well as training through other regional meetings. Presentation
PDF and one session is posted on FUSION at:

https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-
BENEFITS-TRANSFER-EBT



https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT
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EBT Card Lock/Unlock &5 EBT Lock/Unlock Flyers

Feature Is at Your Fingertips!

Virginians can protect their SMAP electronic benefits transfer (EBT) cards
from scammers with the guick and easy lock/unlock tool on their phones.

This e Fature llomscaroklers.with e ConnactEST app o sacum thei LDSS are encouraged to use this flyers in their lobby, on their
website and social media, and to share with community partners.

e e EBT Page on FUSION

* https://fusion.dss.virginia.gov/bp/BP-
— Home/ELECTRONIC-BENEFITS-
e TRANSFER-EBT

Active

Cancel
Lackinlock your card

C Lock My Card Everywhere

Select “Lock My Card Everywhere” and click

Public Site:

https://www.dss.virginia.gov/benefit/EBT
LockUnlock/

Your card is now locked and your benefits are protected! Whenever you go shopping, use
the app or ConnectEBT.com web portal to unlock your card and lock it again after you
check out.

For mere information, visit www.dss.virginia.gov/benefit/EBTScam/protect_yourself
or scan the QR code at right.

scan me

Remember, if you ever suspect your EBT card was compromised or used without your
consent, call the Virginia EBT Client Customer Service Helpdesk at 866-281-2448,

I *The CennectEET app by Conavent inc. iz availoble for free in both the Apple and Google Play [Android) %l)

opp stores. Please avoid using third-party apps that affer coupons and require your login informeation. .
These may be fake apps used by criminals to steal your benefits! VIRGINIA DEPARTMENT OF
SOCIAL SERVICES

P b


https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT/SNAP-EBT-Scam-and-Replacement-Funds-Information
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT/SNAP-EBT-Scam-and-Replacement-Funds-Information
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT/SNAP-EBT-Scam-and-Replacement-Funds-Information
https://www.dss.virginia.gov/benefit/EBTLockUnlock/
https://www.dss.virginia.gov/benefit/EBTLockUnlock/

Two ways to lock/unlock
1. Mobile app
2. Customer Portal (online)

ConnectEBT -

VDSS cannot promote the use

O7o]a[e[VICT I N of 37 party apps which:

* May not have the same
security safeguards

* Opens customers to potential
loss of data/information




Where to find the mobile app?

Electronic Benefits Transfer (EBT) - Virginia Department of Social Services
(www.dss.virginia.gov/benefit/ebt_card/)

Get the ConnectEBET Mobile App

It's the easy and free way to manage your EBT Card

¢ Check your available balance anytime, anywhere
* Review up to 12 months of transaction history

* Confirm your last deposit

* Change your PIN

The ConnectEBT app is the fast and easy way to monitor your EBT Card's available balance, deposits, and transaction activity.

Get it on Google Play | Download on the Apple App Store

https://play.google.com/store/apps/details?id=com.conduent.ebt&hl=en_US

ConnectEBT on the App Store



https://www.dss.virginia.gov/benefit/ebt_card/
https://play.google.com/store/apps/details?id=com.conduent.ebt&hl=en_US
https://apps.apple.com/us/app/connectebt/id1241215610

Mobile App: Lock Card

1005 ® . @ QO%2=w 92%

Home

Virginia EBT Card

Card number ending i

Cardb-ld-r Loging woZTIN

Lock/Unlock Card

Card Unlocked/Active

SNAP

$0.00

E Transactions
® @

LOG OUT

10:05 © . QU= 92%
Lock/Unlock Card

Card Number

Card number ending in 8928
Current Status

Active

Lock/Unlock your card

(O Lock My Card Everywhere

(O Lock My Card Outside of VA
An Email will be sent to your registered

email address after lock/unlock. If you
don't see it, check your junk mail folder

Note: Lock my card eveywhere will stop
any type of purchase from being made,
including online/internet purchases and
Lock my card outside of VA will stop your
card from being used at a store outside of
VA. Online/internet purchases will still be
allowed everywhere.



Mobile App: Lock Card Everywhere

10:05 © . @ BT 92% 10:05 © % QORI 92%
Home LOG OUT = Lock/Unlock Card Lock My Card

Virginia 3:1) card Card Number EUE rYWhere

Card number ending 28 Card number ending in 8928

Cardb-loc,. Loains

Card will be locked for in store
and online purchases

Current Status

Lock/Unlock Card Active

Card Unlocked/Active '

SNAP Lock/Unlock your card

$0.00

(O Lock My Card Everywhere
Card Successfully Locked

(O Lock My Card Outside of VA

An Email will be sent to your registered
email address after lock/unlock. If you

E Transactions
L

don't see it, check your junk mail folder



1011 © @ 002 = il 90%

= Home LOG OUT

Virginia EBT Card

Ider: LOGIN3 LOGIN3

Mobile App:
Successful ‘ = Peivil o eie > .
Card Lock

SNAP

$0.00

E Transactions
L

\/

VIRGINIA DEPARTMENT OF
SOCIAL SERVICES ﬁ Keep your PIN number secret.

. Never share it with anyone.
Benefit
Programs




N ] 132 = ul 92%

10:04 © \

Home LOG OUT

Virginia EBT Card

Card number ending in 8902

Cardholder: LOGIN1 LOGIN 1
SNAP

$0.00

10:04 ®

Settings

-E Transactions
e @

Help

About the Application

__ ReportLo: Damaged
'j port L g

Card

Privacy Policy

Acknowledgements

\/

VIRGINIA DEPARTMENT OF
SOCIAL SERVICES

Log Out

Benefit
Programs

10:04 © .

(o EEIIJ} = ul 92%

Report Lost/Stolen/
Damaged Card

Card Number

Card number ending in 8902

Current Status

Issued

Your new card will be mailed to your
address currently on file.

Who cannot use lock/unlock
via mobile app?

If the card status is “issued” or “lost/stolen/damaged” then
lock/unlock feature will not be shown.

005 =l 92%

10:04 © .

Report Lost/Stolen/
Damaged Card

Card Number

Card number ending in 8910

Current Status

Stolen

Your card was reported as stolen




Web Portal:

Connect EBT

www.connhectebt.com/vaebtclient

\/

VIRGINIA DEPARTMENT OF
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Benefit
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Hizeteusile Blenizili Trainidic

User ID

(l
Password
[
Help?

Forgotten User 1D #
Reset Password 4

Create User Account | 3

Cardholders are required to have 3
Usger 1D and password to access

Main Login Page

Lost or Stolen Cards

1R |

Language Engish w |

Wingiia 271

What should I know about my Food
Stamp Account?

How do I use my Virginia EBT card to
shop?

What is a PIN (Personal Identification
Humber)?

How do I select my PIN?

What do I do if my EBT card is lost,
stolen or damaged?

Misuse of your Food Stamp benefits is
a violation of state and federal laws.
Click here for more information.

Learn about nutrition with PayPerks
virginlia FoodSmarts. Click here and
use scratcher code "HEALTH42" to get
started.

Virginia Electronic Benefit Transfer (EBT)

s

Welcome to the Virginia EBT website!

EBT stands for Electronic Benefits Transfer, If you have
been approved to receive benefits from one of the
programs listed below, you can use this website to view
your benefit balance(s).

Supplement Nutrition Assistance Program (SMAP)
benefits.

This website can also be used to view your transaction
history, learn more about EBT, and go to other websites
that may be useful in answering additional questions
you may have.

The Virginia EBT card is a "debit” card that your SNAP
and/or cash benefits are put on each month,

Now, Let's Get Started:

To use this website you must first create an account. If
you do not have an account or need to change your
password, click on "Create User Account.”

You must:

» Have an EBT Card
« Create a User 1D
s Create a Password

Blectronic Benefit Transfar

English / Espafiol



http://www.connectebt.com/vaebtclient

Locking from the Client Portal

Main Menu | —

by

HOoME [3)piv (5] passwoRrD (3] SECURITY Q&A  [3] 106G oUT

(=] & QS[/STOLEN/DAMAGED CARD |4 MESSAGES

Check Transactuon Histor

Dec w | [ 16 | 2024 v:

[Dee w | [ 16 w| 2024 w w

LOGIN 4 LOGIN 4

[4] Lock/UNLOCK

Please use the above navigation links. Use of your browser's forward and
back buttons will result in your session timing out

Client Cards and Balances

Card Number Status Issue Date Status Date SHNAP Balance
1._\'_' 'v'.: -i- ?:ﬂ 30 7
OOO0000000KKEss.  ACT! 2/16/2024 50.00
Total $0.00

\/

VIRGINIA DEPARTMENT OF
SOCIAL SERVICES

Benefit
Progrums Electronic Benefit Transfer English / Espanol




Lock Card

Everywhere

i Arbh itk o el nldar Tk
V' ACLIVILY Laranoiger Inro

Check Transaction History LOGIN 4 LOGIN 4
Dec w16 »w 2024 w

[Dec w][16 w][2028 v m

Card Locked/Unlock

Card Number
Card number ending

Lock or Unlock your card:
® uniock My Card

O Lock My Card Everywhere

') Lock My Card Outside Of Virginia

HOME (3 PIN [3) PASSWORD [3) SECURITY Q&A  [3] LOG OUT
(4] REPORT LOST/STOLEN/DAMAGED CARD (3] MESSAGES
(5] Lock/UNLOCK

Please use the above navigation links. Use of your browser's forward and
back buttons will result In your session timing out.

An Email will be sent to your registered email address after lock/unlock. If you don't see It, check your Junk mail folder.
Note: Locking your card everywhere will prevent all types of purchases including Internet (online) and at stores. Locking your card
outside of VA will prevent all purchases at stores outside of VA but will still allow all {Intemet) purchases.




Lock Card

Everywhere

HOME (3] PIN (5] PASSWORD [3) SECURITY Q&A (3] LOG OUT

(4| REPORT LOST/STOLEN/DAMAGED CARD |3 MESSAGES

¥ A i Fl “my il o o [,
[ SACCIVIDY Laranorgel

Check Transaction History LOGIN 4 LOGIN 4
[Dec_v|[16 v | (2024 v|

o v [w v 22 v IS & Loaw/umocx

Please use the above navigation links. Use of your browser's forward and
back buttons will result in your session timing out.

Card Locked/Unlock

Card Number
Card number ending in 8936

Card Status  [ACTIVE ]

ek or Unlock your card:

< Unlock My Card
® Lock My Card Everywhere
/ Lock My Card Outside Of Virginia

An Email wi pucceerst®red email address after lock/unlock. If you don't see it, chedk your Junk mail folder.
Note: Locking your card everywhere will prevent all types of purchases including Internet {online) and at stores. Locking your card
outside of VA will prevent all purchases at stores outside of VA but will still aliow all (Intemet) purchases.

Electronic Benefit Transfer English / Espaiiol




Lock Card

Everywhere

10.178.6.45:58932 says

Card Successfully Locked Everywhere

|

Caranoroe

nulator @Y OPP - EPPIC POS Simula J

(3] securiTy Q&a (3] 106 ouT

Check Trangaction History LOGIN 4 LOGIN 4
Dec w |16 w | 204 v

oo v[16 v][2024 v] [t

Card Locked/Unlock

Card Number
Card number ending in 8936

Card Status  |LOCKED EVERYWHERE |

Lock or Unlock your card:
Unlack My Card
® Lock My Card Everywhere
() Lock My Card Outside Of Virginia

An Email will be sent to your registered email address after lock/unlock. IF you don't see it, check your Junk mail folder.
Note: Locking your card everywhere will prevent all types of purchases including Internet (online) and at stores. Locking your card
putside of VA will prevent all purchases at stores outside of VA but will still allow all (Intemet) purchases.

14 REPORT LOST/STOLEN/DAMAGED CARD |3 MESSAGES
(3] Look/unLOCK

Please use the above navigation links. Use of your browser's forward and
back buttons will result in your sesslon timing out.




Viewing Locked and
Unlocked Card in EPPIC

Reminders:
Cards cannot be locked/unlocked through EPPIC.
All Cards associated with the account must be locked to prevent transactions




EPPIC Transaction History:
Successful Transaction Unlocked Card

Transaction History

Date Id Type Response Program S Card Number Amount
ypP P o NHumber

1“ r' ' ' 1112613 : H-: :';,_!i‘!*""' APPROVED/SUCCESS SNAF FO0010079 (6220446120608928

12MBI2UL4 | 4 angnga|FOOU STAME | s ooROVEDISUCCESS! SNAP 700010079 |6220446120608928

10120 'I URCHASE

121 e i e 155 -

1011 5 I-- v H.H-:--.'H?n APPROVEDISUCCESS 6220445120608928 $0.04

N

%




EPPIC Transaction History: Unlocked Card

Transaction History

Date Id Type
162024 | ARD STA
Twed — INLOCKED

IS -

Response

APPROVED/SL

CESS

Program

I N

Case
Mumilb4{

&Y Transaction Detail - Google Chrome

QD Mot secure

Entry Settlement Type Response
CARD
STATUS

UNLOCKED

12/16/2024

ESS
10:11:54

12/16/2024 ARPROVEDSUC

Processor Related
Mot Applicable

Location Related

Mot Applicable

Voucher Related

Mot Applicable

User Related

Iype:

GLOBAL ADMIN

File Related b

Logim:

login3

Comment

ees//10.178.6.45:58932 /vaebtmanage/acctmgmt/reciptrxdetail.eppicitrxld

Case

Number Card Number

Program PreBal Amount

6220446120608928 S0.00 S0 0o

MHame:
LOGINS LOGINS




EPPIC

User Info

Marma: vausercd
Login:

12/16/2024 10:05:50
Ack.;

12/16/2024 10:05:53

Reciplent Account

= Account Sﬂllp

= Account Maiptenanc
* Manual Act_ﬂﬂiup

= Mass Card Return
Order Card/Materials

Financial Accounting
Reconciliation

Control Number Search
Voucher Management
User Management
Retailer Management
Interaperabil ity
Portal Messages

User Profile

Password Change

Unlocked Card in EPPIC
Account Maintenance

| 4

Client Search Results

Client Search Results
Clients Found
Legacy
Type  Case Number & Case Name SSN Address
Nuimber
LOGIN 1 i ADDRESS1
PRIMARY 700010077 T s 4124y nnorees

City 5T

RICHMOND fvA

Recipient Case Management

Accounts

Legacy
Case Humberc“ Shnnker
700010077

|snap

Program Status Last Access Total Bal Avail Bal
ACTIVE £0.00

Total Balance
SNAP Balance

SNAP Available

/

$0.00

$0.00

i

Clients
Type
PRIMARY

Name
LOGIN 1, LOGIN1

Card Number
G2204461 206089

Cards

SEARCH CLIENT CARDS TRANSACTION

Card Number
6 204461 20608902

Client Cards Management

ACCiEss
PRIMARY

Issue Date
12/16/2024

[Seancn Y cuient Jcases —Jcaros L TRANSACTION)




EPPIC

User. Info

Marme: vauserod
Losgim:

12/16/2024 10:05:50
Act.:

12/16/2024 10:05:53

Reciplent Account

® Account Setup

= Account Maiptenance
* Manual A{;Eup

= Mass Card Return

Order Card/Materials
Financial Accounting

Reconciliation

Control Number Search
Voucher Management
User Management
Retailer Management
Interoperability
Portal Messages

User Profile

Password Change

| Logout

i
'
t B,

Locked Card EPPIC

Accou

nt Maintenance

Client Search Results

Client Search Results
Clients Found
Legacy
Type case Number A Case Name 55N Address City 5T
Number
LOGINS ansnaryarqy ADDRESS1
PRIMARY 700010079 LOGING 2312 ADpRESS? RICHMOND (VA %ﬂ
Recipient Case Management
Accounts
Case Number Eeaay Program Status Last Access Tolal Bal Awvail Bal
Case Number
700010079 |snap ACTIVE | 5000 $0.00 EEED
Total Balance
SNAP Balance $0.00
SNAF Available $0.00

Clients
Type Mame Card Number
PRIMARY LOGINS, LOGINS E220446120608928
TRANSACTION

Client Cards Management

Cards
Card Number ACCess
62204461 20608928 PRIMARY

TRANSACTION

Issue Date

12/16/2024

DETAILS




EPPIC Transaction History: Locked Card

Transaction History
Casg

Date Id Type Response Program Mk Card Number Amount
3 Ll FOOI0 STAK : 1 :
:i: h ' 112513 R .r:z.};: " |RESTRICTED CARD |SNAF 700010079 |5220446120608928 51
LaNBGEN2S | 4405012(FOVD STAMF ESTRICTED CARD |SNAF 700010079 |6220446120608528
1 ,!'1‘} FURCHASE
1'_ — RECIPIENT
sromian |0 ACCOUNT APPROVED/SUCCESS SNAF 700010079 $0.00
1M EP024 CARD STATUS
e il | | OCKED APPROVED/SUCCESS 6220446120608928 $0.000

e EVERYWHERE

\ /1

1. Shows Card Status — Locked Everywhere
2. Shows transaction denied due to restricted card. This is for in-state transaction.
3. Shows transaction denied due to restricted card. This is for out-of-state transaction.



EPPIC Transaction History:

Failed In-State Transaction due to Locked Card

Transaction History

Date Id Type

008 1a | 2518 B0 SE

O 06312 pRCASE

26720 |account
BROWSED

EVERYWHERE

Response Program
RESTRICTED CARD SNAP
RESTRICTED CARD |SMAP

APPROVEDISUCCESS SNAP

APPROVEDFSUCCESS

MHumber

TO000079

700010079

00010079

Card Number

62204461 20608928

62204461 20608928

6220446120608528

Amount

$0.00

&

30.00

6 Transaction Detail - Google Chrome

Q Not secu Ries//10.178.6.45:58932 f/vaebtmanage/acctmgmt/reciptrxdetail eppic/tnd d= 15249067 20&sequenc,
Ei
ntry settlement Type Response Program "caael Card Number PreBal Amount
12/16/2024 ai17i200a FOODSTAMP  RESTRICTED gun e
10:07-07 12/17/202 PURCHASE CARD SNA 00010079  6220446120608928 $0.00 $1.00
Processor Related
Processor FNS Pan .
= C Code - ) * ot Re -
1D: Mame FI Code CA Code Number Term Id Entry Pin Entry Ret Ref Mbr
- _— : e oo MANUAL PIM ENTRY X —
63 VAPRO SOR 4406312 00004406312 20241 6312001 .o i 510000(
4406312 VAPROCESSOR 4406312 00004406312 2024101 06312001 ..o CAPABILITY 435100000004
Location Related
Location Name: Address: City: State & Country:
VAPROCESSOR L‘,*APF.'-"‘II'.I'—‘:&F--:WR DOVER A US
Voucher Related :
Not Applicable
User Related
Type: Login: Name:
POS OWNER 1111 1111

File Related

Not Applicable

Authorization Usage

Not Applicable

Comment

= O




EPPIC Transaction History:
Failed OOS Transaction due to Locked Card

Transaction History

Date Id Type
12N62024 a1 |FOOD STAMP
100814 | V490 | moneHASE
12HB2024 | 4 unenen| FOOD STAMP
1 Q.07 4406312 o JRCHASE

RECIPIENT

CARD STATUS
& lo LOCKED
EVERYWHERE

Program
RESTRICTED CARD \SMNAP
RESTRICTED CARD _/SNAF

APPROVEDISUCCESS SNAFP

APPROVED/SUCCESS

Case
MHumber

TO000079

700010079

To001007T9

Card Number

62204461 20608928

62204461 20608928

6220446120608928

Amount

$0.00

@ Transaction Detail - Google Chrome

© Mot secu

Entry Settlement Type

12/16/2024 (o ainnna  FOCD STAMP
10:08:14 12/17/2024 pyRcHASE CARD

Processor Related

Processor

1D: Name: FI Code CA Code

1112513 10P 1112513 00005600248

Location Related
Address:
1001 MAIN 5T

Location Name:
SC IOP RETAIL
Voucher Related

Mot Applicable

User Related

Not Applicable

File Related

Not Applicable
Authorization Usage
Not Applicable

Comment

Response
RESTRICTED

heps//10.178.6.45:58932 /vaebtmanage/acctmgmt/reciptrxdetail. eppic?txld=152490672

Term Id

00248001

City:

= O

Slsequenc.

Card Number PreBal Amount

700010079 6220446120608928 50.00 $1.00

Pan Entry  Pin Entry Ret Ref Nbr

MANUAL PIN ENTRY

ENTRY CAPABILITY 445100000005

CHARLESTON




EPPIC Transaction History: Locked to Outside
of Virginia.

Transaction History
Case
Date Id Type Response Program R T Card Number Amount
121672024 | FOOD STAMP e e el P P e i
T },_,@ 4400057| o iR CHASE APPROVELDVSUCCESS SNAP 700010079 |6220446120608928 521
1252024 e f:E{}EI = TAMF : = P
102029 | M2513|grpeacE RESTRICTED CARD |SMNAP 700010079 |6220446120608928 $3.00
12M e a e FOOD STAMP : e i e e e S ;
10°18 16 J‘”I""'”"'EFTUHN APPROVEDSIUKCCESS SNAF 700010079  |6220445120608928 52 .00
o aanc 14406312 LOON S AW | APPROVEDISUCCESS SNAP (700010079 (6220446120608928 -52.00
[CARD STATUS -
1216/2024 |LOCKED e
08 |9 loUTSIDE OF | APPROVED/SUCCESS 6220446120608928 $0.00
|STATE

Card locked to outside of Virginia
Successful transaction inside of state
Successful return inside of state
Denied transaction outside of state
Successful online transaction.

aORobdb=



Lock/Unlock —

S ENETER

e All cards associated with the account must be
locked to be effective.

63% of SNAP Adults are under the age of 50

Almost 16% are over the age of 65

98% of individuals have a cellphone of some
kind, with nine out of ten owning a
smartphone.

* Access to the internet is more of a challenge

Other Apps

* Set up, ConnectEBT accounts to screen
scrap

* Customer cannot setup ConnectEBT
because another app has control of it.

33



Use these steps to further assist with using Connect
EBT if the customer has previously used a third-party

\ 1. Delete the account with the 3" party/ provider’s app.
e Loginto the previous app and navigate to

your account settings.

e Remove your EBT account from the app.

This must be done because the client cannot not have
| simultaneous access between a third-party app and the
 official Connect EBT portal.

/ Many of these 3 party apps create a ConnectEBT
/' account on behalf of the user to screen scrap the data.

/

/S
7 34
S



Use these steps to further assist with using Connect
EBT if the customer has previously used a third-party

\ app:

N\

2. Register for Connect EBT
[ Visit the Connect EBT website or download the
Connect EBT App.
O Provide the required details including:
v EBT card number.
v’ Date of birth.
v’ Social Security number (SSN) or case number.
v’ Personal identification information (such as zip
code or security questions).
d Set up a username and password, then follow the
prompts to complete registration.

3. Confirm access to Connect EBT

| After registering, log in to ensure you can successfully
y) access your benefits.

/
/S
//// 35



If the customer is unsuccessful and you are unable to
- setup aConnect EBT account because it says they
\ already have an account:

The LDSS Worker or supervisor should request state

assistance and provide the following to

StolenEBTReplacements@dss.virginia.gov

-« Customer name

. Date of birth

. Case number

. Email address they wish to use

. Customer phone number. This information will be provided
to our vendor, and they will need to clear the account.

Under no circumstances should the LDSS connect the customer
to the state or reach out to the EBT vendor directly.

////
//// 36
S


mailto:StolenEBTReplacements@dss.virginia.gov

"T-@ Researching Non-Customer Fraud

LDSS have the direct contact with the customer and are the 1t line
of research and potential action.

 When looking at multiple cases, try to triangulate a common
store/source of how the card was compromised.

* Send a person to check the POS for skimming device. If skimming
device is located, call the local law enforcement and notify VDSS

Fraud Unit.
e Gather and record transactional data.

37



LDSS and Reporting

Broadcast, Mandatory Reporting of Non-Customer EBT Fraud (4/1/2025)
* Due 5% business day of the month; one report per LDSS

* |If no non-customer fraud transactions, then submit an email indicating no
transactions

e Submit to StolenEBTReplacements@dss.virginia.gov

Template:
https://fusion.dss.virginia.gov/Portals/[bp]l/EBT/Template%20Report%200f%20N
on-Customer%20Fraud%20v03312025.xIsx?ver=2025-03-31-133135-833

\,

VIRGINIA DEPARTMENT OF
SOCIAL SERVICES

Benefit
E Programs 38


https://fusion.dss.virginia.gov/broadcasts/article/12298/mandatory-reporting-of-non-customer-ebt-fraud-updated
mailto:StolenEBTReplacements@dss.virginia.gov
https://fusion.dss.virginia.gov/Portals/%5bbp%5d/EBT/Template%20Report%20of%20Non-Customer%20Fraud%20v03312025.xlsx?ver=2025-03-31-133135-833
https://fusion.dss.virginia.gov/Portals/%5bbp%5d/EBT/Template%20Report%20of%20Non-Customer%20Fraud%20v03312025.xlsx?ver=2025-03-31-133135-833

* VDSS wants to know about all reported non-customer
EBT theft, even if they have not submitted an

attestation.

EBT Retailer Theft/Fraud Report

Period of Report (Month-Year): | Person who prepared the report: | Contact information: |

Instructions:

(1) List each transaction seperately.

(2):The Report should be turned into StolenEBTReplacements@dss.virginia.gov by the 5th business day of each month.

(3) Questions should be directed to StolenEBTReplacements@dss.virginia.gov, or k.hudson@dss.virginia.gov and juanita.hayes@dss.virginia.gov.

Date
Transaction Log Date Transaction Transaction Merchant Reported by

FIPS # Locality Case Number (date the transaction occurred) Time Amount {Name of the retailer) Location of frauduent transaction Customer | Transaction Total:

r 900 VD55 123456789 02/01/25 1:45 AM $1,000.00 MerchantRUS 123 Easy Street, Somewhere, VA 00999 02/02/25 $1,000.00
50.00
50.00
50.00
50.00

$0.00

example




Tips to Assist with Securing Benefits

All cards associated with the account must be locked. Each
card will have a separate login on mobile app/portal.

When locking your card, use the “lock everywhere” option
rather than “lock out of state.” (The out-of-state feature does
not stop online transactions.)

Reduce/stop the online use to EBT cards — avoid usmg online
(insta-cart, Walmart.com, amazon.com, instore groqery
pickups, etc.)

Do not give out card number and PINS

Do not use any other app.

Change PINs immediately before benefits are loaded. Cha
PINs after benefits are loaded. Change PIN frequently.

40



Q&A

How can we (LDSS & VDSS) partner to
work smarter, not harder, with the
resources we have?

41



A PDF of the depth lock/unlock presentation and today’s presentation is located on the EBT Page on FUSION.

\

VIRGINIA DEPARTMENT OF
SOCIAL SERVICES

Benefit
Programs

Kim Hudson, EBT Administrator
k.Hudson@dss.virginia.gov

Juanita Hayes, EBT Coordinator

Juanita.hayes@dss.virginia.gov



mailto:Juanita.hayes@dss.virginia.gov
mailto:k.Hudson@dss.virginia.gov
https://fusion.dss.virginia.gov/bp/BP-Home/ELECTRONIC-BENEFITS-TRANSFER-EBT/SNAP-EBT-Scam-and-Replacement-Funds-Information
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